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Generational surprises

Generation Expectation Surprise Cost per GB

* underestimated cost and fixed-equivalence as drivers
e are the even generations the successful ones?
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What has changed in network technology

since 3G7Y
* Cheap & universal GNS (GPS, Beidou, Galileo, ...)

e =» accurate time and position for every device =2 mobility and discovery

* Multiple simultaneous connections
* = simplify hand-off and spectrum discovery

* Voice matters less
* =» most applications are nomadic and can tolerate (short) disruptions

* Low-cost Certificate Authorities (e.g., letsencrypt.org)
* =» simplify authentication

* Trusted execution environments on all but lowest-end devices
* = simplify authentication and device integrity

* FTTH

» =» easy fiber to base stations = distributed ownership of network infrastructure



Networks 1G through 4Gish

national carrier

) — one subscriber,
one phone,
one provider

B

7 L e
Standard-SIM ~~ MicroSIM ~ Nano-SIM
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What exactly is a carrier?
A

AMERICAN TOWER®
40k towers each (US) S pe ctrum

IN B .

802.11n
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FiberLight )
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New operator models — cable (HFC) industry

Cable Industry: Wireless Net
Additions

All major US cable operators are offering cellular service
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The Things Network

We are a global collaborative
Internet of Things ecosystem that
|

creates networks, devices and |
solutions using LORGWAN®. \

Start building
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The Things Network

AT = S

) ‘béi\
S

IRT LoRa Gateway (Mudd Rooftop)
ID: irt-mudd-rooftop-gateway

EUIl: E45F01FFFE5BB825

Network: NS_TTS_V3://ttn@000013

¥

Last heard at 2022-06-11T20:34:50.177475Z
Lat, Lon: 40.80937, -73.96031
Altitude: 100m
Show only this gateway's coverage as:
e heatmap

| =

April 2022 (Columbia U.)
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LTE EPC

LTE/EPC Specifications

PCC Stage 2: 23.203
Charging Stage 2: 32.240
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Evolved Packet Core Stage 2: 23.401
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Link to get latest 3GPP specs per release:
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5G & 4G EPC

. 5GC Network Function . EPC Network Function . Security Function SGi-LAN Function

Cloud Core Data-Storage Manager

UDSF
. DATA LAYER
Cloud Core Cloud Core . Cloud Core Cloud Core
Resource Controller Subscription Manager . Policy Controller Exposure Server
NSSF UDM AUSFE :
EPC NSSF 5G-EIR ' PCRF SCEF
SBA a;c-hi-te-ciu-re; ------------------ e P St é- i i
Packet Core Controller 'ghaling
Controller
SEPP
MME SGW-C PGW-C
CONTROL PLANE
I gll
Packet Core Gateway
NR SA
LTE/LNTFENSA SGW-U PGW-U NAT DPI and optimization
GSM/WCDMA
USER PLANE

* DA and DEA functions also supported
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Requirements for simple networks

e Separate link layer from network architecture
* Why can’t 5G (or 6G) NR operate on a home router, without a carrier?
* Assume flexible spectrum access (geo database)

* Every interface must be testable and self-testing

* Interface neutrality = every control needs to be accessible to network
consumer, not just operator (bounded by slice or authorization)

* Clean interfaces particularly at layer 2 and 3
* No configuration files, ever
* No hard-coded addresses (e.g., gateways), ever



Network value is (much) more than PHY

Universality

Incremental
system cost

Data cost

Network
architecture

User
management

System
management

12/1/22

Can | operate my system (almost) anywhere in
the world?

How much does it cost to add the functionality
to the system?

Can | build “free” data systems, even if
restricted? Can | leverage cheap landline BW?
Can | build my own network?

Can | desigh my own user management?

Can the system largely manage itself?

Adaptive frequency use by region
(device knows location)

< S5 for loT devices

< S0.10/GB for in-home use

peer-to-peer 2 mesh = access point = cellular 2>
long-range

database + credential

device-based model

coupled to other systems (e.g., combined with other
services)

Frequencies & power, but also users and traffic
restrictions
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Scaling down is harder than scaling up

no PhD (or carrier training) needed!

firewall
DNS
edge computing

eeeeee

large enterprise

mesh backhaul management

G —

3200

identity management and trust still deficient
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Layering and modularity

* Single 6G “AP” that can work stand-alone
e L2 ("Ethernet”) only

no mobility, no “gateway”

no NFV, no need for cloud services

no eSIM needed (see later)

no tunneling

* Layering
* No cross-layer dependencies except control and reporting functionality (“AP1”)
e assume availability of IPv6



Controllability and automation

e Every function should be settable individually
* not obvious that NETCONF/YANG are the right approach
* see cloud management APIs

* Self-placement: Any device should be able to discover its role and
parameters by attachment
e generic, out-of-the-box device

* with a device-specific PKI certificate to govern admission
e “Did | purchase this RAN device?”

* "stem cell” model for controllers, too
* allow networks to recreate themselves locally if partitioned



What made Wi-Fi successful?

* Scalable complexity — 802.11b/g/n to 802.11ax

* Architectural flexibility

* peer-to-peer, access point, mesh, long haul Pt2MP & Pt2Pt
* re-use cheap local wired network and shared (managed & firewalled) access

* Multiple authentication models
e from open access to federated 802.1x RADIUS

* Minimal viable network functionality

 Ethernet frames + IP
e local multicast

* International usability
* universal “bootstrap” band (2.4 GHz)
* |ocally-discoverable spectrum availability



Current authentication models

hard to scale
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Protocols matter, but programmability
matters more

* Nobody wants to program raw protocols

* Most significant network application creation advances:
« 1983: socket APl = abstract data stream or datagram
« 1998: Java network APl - mostly names, HTTP, threads
* 1998: PHP - network input as script variables
« 2005: Ruby on Rails - simplify common patterns
. Many fine protocols and frameworks failed the programmer hate test
* e.g., JAIN for VolP, SOAP for RPC

* Most loT programmers and factory automation specialists will not be
computer scientists (and won’t have a telecom background)

* Nobody learns ONAP in their CS BS



Conclusion

* The key performance metric is S/GB (and maybe $/km? coverage)
* The key challenge is incentivizing investment
* 6G needs an architecture re-think, not (only) better PHY

* Cleaner separation between media/complexity-dependent layers,
common data transport and control planes

* Design scalable, IP-based control plane for everything from peer-to-
peer mode to managed national cellular network

 Cleanly separate access from backbone
* since likely continue to be both locally (enterprise) and third-party managed

e Learn from Wi-Fi & LoRa



